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Getting Help and Technical Support

Technical assistance is available for user&©E Managery contacting:

153 Cahaba Valley Pkwy Phone: 2051032923
Pelham, AL 35124 http://www.cyberoperations..com

Documentation Conventions

The following general conventions and visual cues are used throughout this guide to help you
identify various fields, buttons, commandnd operations used witth€L Manager

T

Button names, menu options, items and commands that are to be typed into fields or at
the command | ine are pri nt e Kemoveto deletk thd a c e
file from the database. o

File names andirectories are shown in boldface courier font; for example
etc/rc.conf

Notes and cautions are enclosed in boxes as shown below.

/f Notes call particular attention to a step or procedure

that requires additional explanation.

CAUTION

Cautions call particular attention to a step or procedure that,
if not strictly followed, could result in damage or destruction
to the equipment or data file.
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Introduction

1.1 File Menu

1.2 Edit Menu

Log In Provide a username and password, along with an
enable password.

Exit Terminate the application.

Check all Select all Devices

Devices

Uncheck all | Deselect all Devices

Devices

Preferences | Edit the preferences for ACL Manager.

1.3 Device Menu

Insert Device

Create a new router or junction.

Insert Child Create a new router or junction in the
Device currently selected network layout.
Edit Device Change settings of root or child devices.

Delete Device

Delete the current device in the network
layout.

Display
Configuration

Display the current configuration of the
device.

Save
Configuration

Saves the current configuration of the
device.

Display
Counters

Tells how many packet 'hits' for each line in
the ACL.

Save Counters

Saves the counters file.




1.4 Access List Menu

Find Using Search the inbound access list for a particular

Text Search text pattern.

(inbound)

Find Using Search the outbound access list for a

Text Search particular text pattern.

(outbound)

Compare Pick two access files and ACL Manager will

Two ACL| generate a detailed comparison and summary.

Roll back Al l ows the operator tc

ACL configurations back to a previous configuration
or date.

Import Cisco | Imports a Cisco configuration file into the

configuration | access list.

Export Cisco | Export the Cisco configuration to a specific

configuration | location.

1.5 Window Menu

Log Display or hide the log-viewer floating window.
Window

Access List | Display or hide the ACL Editor floating window.
Editor

Find Locates and displays all ACL Manager floating
Windows windows.

Reports Menu

View Deployment Shows the user manual.
Log

Deployment Graph | Version and copyright statement.




Help Menu

Quick Start | Guide the user through the set up process
Wizard . .
quickly and easily.
ACL Shows the user manual.
Manager
Help
About Version and copyright statement.
Check for Check for the current / latest version of the
Updates software.

1.7 Configuring the Global Login

1. SelectFile > Log Iné . The Log in dialog box appears.

Provide Operator Authentication x|

“'our system adminiztrator will provide authentication information.
MOTE: Mat all netwark:s require logindpasz authentication.

Logir: I

FPazzward: I

Enable paszward iz anly for spstemn administratars wzing
thiz method For root access.

Enable Pazzward: I

Login Mot Required | ] I Cancel

Figure 1.17 Establishing a Global Login

2. Type the Login/Password in the appropriate field if a login is required. If no login is
required, seledtogin Not Required.

3. Enter theEnable Passwordnto the corresponding field.

4. SelectOK.




1.8 Adding a Router or Junction

1. SelectDevice > Insert DeviceThe New Item dialog box appears.

ACL Manager - Network Item il

Drescription
|

— Metwark, Item Kind

&+ Junction only [no device] £~ Juniper - szh
" Cigoo 105 - telnet " Cizco |05 - 3sh
" Cizco PIX - telnet " Cisco PIX - szh
' Metzcreen - telnet " Metscreen - ssh
IIF' o, Hestrname Interface(z] - Seperate with Commas
|
= Device Login Dyvemide————— R ate Limiting
[T Overide Global Login ¥ Enable rate limiting
Logir Limnit i bits pen zezand
| [f000000
Fassword

Enable Fasaword

)% I Cancel

Figure 1.2 - Adding a New Root Item to the Network

2. Type the Router/Device name in the description fi€hds is the name that will show in

the main window.

3. Select the radio button corresponding to the type of the new device. Junctions are not true
devices, but are used as placeholders to show netwaodtwst. You can skip to step 8 if
the you want to insert a junctioACL Manager supports many different kinds of routers
with different network interfaces. Telnet is a little faster, but much more insecure:
hackers could intercept your network traffirudafigure out what IP addresses are

accessible. SSH is a secure solution, but is not supported by all router configurations.
4. Enter thelP or Hostname

5. Enter the routeinterfaces, separated by commasterfaces are the network connections
which the rouer managednterfacesusu al | 'y have | &therletddd0 soch as i

ethQ Cisco allowsfos hort names on the interfaces (e.og




6. If a separate login is required for the item, ch@alerride Global Login and enter the
appropriate login informatiopertaining to the device. This is the login information
required by your router. This allowsCL Managerto log into the router and execute
changes made insideCL Manager Note that this will store the password in a

configuration file on your computermhich may have security implications.

7. Click OK. The new itenwill appearas part of the configuration in tineain window
1.9 Add a Child Router to the Router Pane

1. Select adevicefrom the configuration.

2. SelectDevice >Insert Child Device from the meniwbarto open the New Item dialog

box.

Editing Network Item (%]

Dezcnption

Metwark. [tem Kind

" Junction anly [no device] " Juniper - zzh
{* Cigcol05 - telnet (" Cigco 105 - 2sh
" Cisco Pls - kelnet (" Cizco Pl - 2zh
" Metscreen - telnet " Metzcreen - zsh
Device Login Override IF or Hoztname
v Overide Global Login |2-I B.180.121.1
i'ng |nterface(z] -- Seperate with Commas
|SHEMH
Paszward

Enable Paszward

EERERTEH

| 2k | Cancel

Figure 1.2 - Adding a New Child Item to the Network

8. Type the Router/Device name in the description field. This is the name that will show in

the main vindow.

9. Select the radio button corresponding to the type of the new device. Junctions are not true
devices, but are used as placeholders to show network structure. You can skip to step 8 if
the you want to insert a junction. ACL Manager supports manyeliff&inds of routers




with different network interfaces. Telnet is a little faster, but much more insecure:
hackers could intercept your network traffic and figure out what IP addresses are

accessible. SSH is a secure solution, but is not supportetrbutat configurations.
10. Enter thelP or Hostname.

11. Enter the routeinterfaces, separated by commalaterfaces are the network connections
which the router manages. I nterfaces usuall

ethO. Cisco allows forshonta mes on the interfaces (e.g. fid

12. If a separate login is required for the item, ch@slerride Global Login and enter the
appropriate login information pertaining to the device. This is the login information
required by your router. This allows ACL Mager to log into the router and execute
changes made inside ACL Manager. Note that this will store the password in a

configuration file on your computer, which may have security implications.

13. Click OK. The new item will appear as a child of the routar gelected before.

1.10 Edit a Router

1. Select the router that requires editing.

2. SelectDevice > Edit Devicefrom themenubarThe Edit Item box appears.

10



ACL Manager - Network Item 5[

Dezcription
[

— Metwark, [tem Kind

& Junction only [no device] " Juniper - szh
" Cisco 105 - telnet " Cisco I0S - ssh
" Cisco Pl - telnet " Cisco Plx - ash
" Metscreen - telnet " Metzcreen - szh
IIF' or Hosthame |nterface(z] - Seperate with Cammas
|
—Device Login Overnde——————  — Hate Limiting
™| Oreride Global Login Iw Enable rate limiting
Logit Lirnit ity Bits: per secomnd
| [o00000
Paszwond

Enable Paszward

| [F: I Cancel

Figure 1.3 - Editing a Network Item

3. Make the necessary changes to the router.

4. Click OK.

1.11 Delete a Router from the Router Pane

1. Select the router from the configuration that needs to be deleted.
2. SelectDevice > Delete Itenfrom themenubar

3. A warning dialog box appear§lick Yesto delete the item from the configuratio
Otherwise, seled\lo.

1.12 Accessing the Log Window

The ACL Manager logging console depicts the information traveling across the network
to the router when an ACL deployment is done. The logging console also contains
important infornation about errors that occur.

SelectWindow > Log Window from the menu bar.
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2

cisco[config-ifjifip access-group 101 in
cisco[config-ifjifexit

cisco[config)#fno access-list 104
cisco[config)#ino access-list 102
cisco[config)#end

cisco#tquit

[» 1=

User Access Yerification

Username: admin

Password:

ciscorenable

Password:

ciscoiterminal length 0
cisco¥terminal width 0

cisco¥fcopy system:running-config nvram:startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

ciscoitquit

1| | H oz

Figure 1.47 ACL Manager Log Window

Access Control List (ACL) Basics

In general, access control lists (also referred tacagss listsprovide basic traffic filtering

capabiities. This in turn provides security for the network at risk. Note that in Juniper

terminology access lists are calli@@wall filters.

Access listsifter network traffic by determiningvhether packets are forwarded or blockéd
t he r out e rinbother words,ehe foater @xamines each paitkdetermine whether
to permit ordeny the packet, based on the criteria specified in the access list.

ACL Manager manages two separate access lists: a list applied to inbound traffic, and a list

applied to outbound trafficcach list has its own section in the Access List Windiovthe
following discussion, reference to any button or action in the Actiss Window applies to

both the inbound and outbound list areas. For example, to save the inbound list you would
click theSavebutton in the inbound list area of the window, and to save the outbound list you

would click theSavebutton in the outboundist area of the window.

To obtain the access list window, simply:

1. SelectWindow > Access List Editorfrom the menu bar if the Access List window is not

already visible.
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Figure 1.5 - Access List Interface

Notice that theaccess control entriese colorcodedand some may also have a background color.
Access controéntries are color coded by the action the entry performs.

0 The deny action is coded in red.
0 The permit action is coded in green.

The shading of thbackground for an access control etitag the following meaning:

A red background indicates there is another entry that directly contradicts the highlighted entry.
A grey background indicates that the entry can be deleted without feEnyreffect on the list. This
means the highlighted rule you want to apply is already being applied by another rule.

2.1 Create an Access Control List

1. SelectwWindow > Access List Editorif the Access List window is not already visible.

3. Click on theAppend buttonin either the inbound or outbound list areasvindow titled
Add ACL Entry appears.

13



