
���
Cyber Operations Inc. 

http://www.CyberOperations.com 
153 Cahaba Valley Parkway 

Pelham, AL 35124 
Phone: 205-403-2923 
Fax: 205-403-6508 

����������	� �



 2 

 
Preparing to Install 
 

1. Do not attempt to install CyberSAM unless you are qualified to do so.  Electricity can be 
very dangerous! 

2. Review the “Installation Manifest” that is shipped with your lock system, this sheet is a 
map for wiring the system. 

3. Review the wiring diagrams and network diagrams at the end of this installation guide.   
4. Be sure that you are familiar with the operation of and purpose for each device in the 

system. 
 
Install the CyberSAM Lock Controller 
 

1. Choose a location for the lock controller; this will typically be your cold room, network 
room, security room, or other protected location. 

2. Connect the firewall, switch, and lock controller with patch cables.  Plug all into a battery 
backup. 

3. Connect a laptop to one of the internal ports on the firewall.  On your laptop’s web 
browser, go to http://10.88.88.2  . Log into the controller with the admin login and 
password provided at the start of the User Manual.  Follow the instructions to configure 
the controller after you log in.  
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Install the Pencom Relay Box 
 

1. If you are not using a separate relay box, skip this section.  
2. The Relay box will typically be mounted near the power supply box.  The purpose of the 

relay box is to switch the power on and off to the magnetic locks, electric strikes, etc. in 
order to unlock the doors. 

3. Mount the relay box to the wall through the holes inside the box. 
4. The striped wire connects to positive and the other to negative in the power supply box.  

Be sure to label all wires. 
5. Connect the serial connection (bottom right) to the serial port of the controller. If using 

the optional  MOXA network device, plug the serial connection into the MOXA.  Then 
connect an Ethernet cable from the MOXA to the firewall or network switch. 

6. When wiring is completed, connect the power to the relay. (connection at the bottom left 
in the picture).  Plug into a battery backup.  Or, if you are using a 12 Volt power supply, 
you can cut off the plug adapter and connect to the 12V power supply box directly.   

7. The "A" designation shown in the picture indicates that this is relay board A.  The 
individual circuits are A1 through A8 and go from left to right.  
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Install the Optional Adam I/O Board 
 

1. The Adam I/O board will typically be mounted near the power supply box.  The purpose 
of the Adam I/O board is to listen to inputs to the CyberSAM system and to switch the 
power on and off to the magnetic locks, electric strikes, etc. in order to unlock the doors. 

2. For the Alarm Inputs, connect the devices that you wish to monitor as inputs of the 
CyberSAM system. 

3. For the Relay Outputs, the striped wire connects to positive and the other to negative in 
the power supply box.  Be sure to label all wires. 

4. When wiring is completed, connect the power to the relay. Plug into a battery backup.  
Or, if you are using a 12 Volt power supply, you can cut off the plug adapter and 
connect to the 12V power supply box directly.   

5. Connect an Ethernet cable from the CyberSAM switch to the “LAN/RJ-45” jack on the 
Adam board. 
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Cut hole for Fingerprint Reader Installation 
  

The entry panel should be installed at an approximate height of 52".  Always install the 
reader where it will be easily accessible.   . 

  
 

1. Trace the hole to be cut using the MPLS as a template. 
2. Cut the hole and attach the MPLS to the wall using the provided screws.  
3. Run wires for the lock, door sensor, network cable, and power where appropriate. 
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Install the Door Sensor 
 

1. Depending on the size of the door sensors provided, holes will need to be made in the 
top of the door frame and top of the door.  

2. The side of the door sensor that does not contain a wire will be inserted into the door.  
3. Pull the black wire through the mounting hole and attach the door sensor to the 

fingerprint reader. 
 

 
 
4. Finish mounting the door sensor by snapping the sensor into place. 
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5. Making sure the two line up correctly, mount the magnet portion of the sensor into the 

door. 
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Install the Fingerprint Reader 
 

1. Follow the wiring diagram below for the fingerprint reader. 
2. (Optional) Connect the prox reader or other Wiegand device to the wiring harness. 
3. (Optional) Connect the door contact sensor to the wiring harness 
4. Connect the external DC power supply connection to the wiring harness 
5. Connect the network cable to the Ethernet jack on the reader. 
6. If you are not using a separate IO board, connect strike or magnet lock wires to the 

relay connections on the back of the reader 
7. Plug the wiring harness into the fingerprint reader 
8. Attach the reader to the MPLS or electrical box using the screws provided.  
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