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Preface

Thank you for choosingLM-ANTto protect your network. UsingLM-ANT, you
will reap the benefits of an advanced agten mechanism designed to identify and
manage threats to the Host Protected Network.

Scope and Intended Audience

This user guide offers operational information for user$-l0f1-ANT, a product for the
creation and management b f TheAldVeANT &JserCGuidet r o |
serves as a reference for network system administrators who will be installing, configuring
FLM-ANT, and using the system to monitor network traffic. Users of the system are
expected to be network system administrators with ekiwgp knowledg of the network
infrastructure.

Getting Help and Technical Support
Technical assistance is available for usersLdfl-ANT by contacting:

Phone: 205103-2923

Cyber ; japeratinns Fax_: 2054036508
‘/ TNTEGRATED SECURITY TECHNOLOGIEs  NttR://www.CyberOperationsom
153 Cahaba Valley Parkway

Pelham, AL 35124

Documentation Conventions

The following general conventions and visual cues are used throutfiwuide identify
various fields, buttons, commands, and operations used WithNRANT .

1. Button names, menu options, items, and commands that are to be typed into fields or
at the command |l ine are prinRaendveton bol
del ete the file from the database. 0

2. File names and directories are shown in boldface courier font; for example
letc/rc.conf

3. Notes are enclosed in boxes as shown below.

/f Notes call particular attention to a step or procedure

that requires additional explanation.
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Chapter 1- Introduction to FLM -ANT

1.1 Overview

FLM-ANT is a unige, innovative solution designddr creation and management of Access
Control Lists FLM-ANT can be configured so that it is remotely controlled from a central
point or controlled by individual or overlapping supervisors.

FLM-ANT6 s c ommu ni c alowis BLMsANTssgrsdrsetarconamiunicate securely to
a Central Command and Control*{@acility. The C facility is a Windows basesdoftware
applicationdesigned to control one or mdfeM-ANT sensors and routers.

Key features of thELM-ANT design include

T

)l
1
1
1

Central Command and Control capability

Network adaptability

ACL management

Merging of multiple ACL lists for filtering management

Audit logging




Chapter 2- FLM -ANT Setup and Configuration

2.1 FLM-ANT Sensor Installation & Configuration

Logging Into the Sensor

The FLM-ANT sensor is installed with the FreeBSD operating system andLiieANT
sensor software. Boot tHeM-ANT sensor with a monitor and a keyboard. At the login
prompt, log in asoot, and use thpasswdcommanda set a new root password on tev-
ANT sensor. Also, log in aadmin and set the admin password.

Configure the Sensor

1.

Configure the hostnameéC h a n g dostnamed fe n tete/rg.corif n . View the
current hostname by running the commandtname

Confgure the routerscript FLM-ANT sensors can work withny number of different

translation scriptsThescripti s conf i gured by setting the Or
configuration valueFactory availabl®eptions for the configuration value are

juniper.pl ,amdno_router .pl . To set the routescript to the defaultenter the

following command on the sensg@dcontrol config router_script_path=juniper .pl.

Set the IP address of the router wigdcontrol config routeraddress=1.2.3.4

Configure the inputsFLM-ANT supports multiplénputsper router. Basically, an input

means a set of sensor listen interfaces, router interfaces, and settings related to these
interfaces. The first input is named 10, the second is I1, and so on. Set the configuration

val mptsoh f or each group of interfaces to con

pdcontrol config inputs=I10 (for the first only)
pdcontrol config inputs=10,11  (for the first two)

Configurefilter names. Filter names areet for eachniput and let ANT know which
filters onthe outershouldbe modifiedfor deployments.

pdcontrol config 10.ingress_filter_name = MylngresskFilter
pdcontrol config 10.egress_filter_name = MyEgresskFilter

Configure login and passwordlo configure the login name and password to access the
router, seletcthe appropriate sensor then use"thdit ->Set Passwords(s) for Device"
to configure router login information.

Configure IP address, netmask, and default gateway for the control netiaditkor
c r e a tifeonfig kitacefiname® e n fett/rg.corif. n This entry must be in the
form:

G fconfig_<iface_name>=0inet <ip> netmas

w h e kiface fhame® is the name of the sensor network interface connected to the
control <p@®twer kK hei | P address of the sensor
fikmask>0 i s the net mask of t hdee fcaounlttenagtimtneertowo r k
fetc/rc.conf to reflect the IP address of the network gateway.

Reboot the sensotssue thegeboot command on the sensor so that any changes made in
/etc/rc.conf take effet.

Troubleshoot the Sensor Installation & Configuration

1.

Ensure that the physical connections are properly maggeifconfig. This displays
the sensorb6s interface confi gur atactiens. The



Otherwise, reassefise physical connections, and repeat this procedure until both
interfaces becomactive.

2. Ensure that the IP addresses are properly configu@gden an existing network or
create a new network. Refer to Chapter 5, Section 5.2. Ping the IP addresses in th
network to make sure there is communication.

3. Ensure that the IP addresses@fstations are configuredRefer to Section 3.4 for
further details on configuring access permissions faraBsoles.

4. Ensure that the sensor communicates with @seEdit-> Check Sensor Connectivity
from theC® menu to assure that the encrypted communication is working correctly.

5. Ensure that a new key file is placed in the correct foldel{s).new key is created, it
must be placed in the same folder containingRh-ANT application on &(typically
in C:\ FLM-ANT \) and on any additional®@tations. Close and reopehady time
the key is changed. See Section 3.4 for a discussion of key files.

6. Check the log file for further details and error messadgslect an edito(i.e. vi) and
open/usr/local/sensor/log.txt or typetail /usr/local/sensor/log.txtto see the
most recent log messages.

2.2 Configure FLM-ANT Sensor from c?

As explained in Section 3.3, it is possible to make modifications to the configurations of a
FLM-ANT sensor by usingdcontrol or by editing/usr/local/sensor/config directly.
Alternatively, modifications can also be made through thes@r interface.

1. Select the=LM-ANT sensor that requires configuration modifications.

2. SelectEdit > Sensor Confg Pagefrom the G menu. The following configuration
interface appears.

Sensor Configuration Editor - for - 10.1.1.234 |

Mode: IHEmDIe 'I

|»

inputs=10,11

Routertddress=10.1.1.233

master_servers=
router_script_path=/usr/local/sensorfjuniper. pl
sensor_ip=10.1.1.23

enmpgroup=public

10.bps_threshald=800000
|0.listen_interface=fup1 fxp2
10.pps_threshald=200

|0, router_interface=fipl

|0.slave_servers=
|0.listen_comment=Inbound Listening
10.router_comment=JUMIPER INTERFACE 1
|0.deploy_duration=3

10, burstsize=5000000

10, ratelimit=2500000

11.bpz_threshold=800000 —
11 listen_interface=Ffap1 fp2

1. pps_threshold=200

I1.router_interface=fxp1

11.slave_servers=

I1.listen_commment= -~
K} Q|
o |

Figure 2.2 7 Sensor Configuration Editor

3. Refer to Appendix B for a discussion of the meaning and values of the FLM-ANT
sensor configuration entries.

Manually enter the changesthe pane.

2. SelectOK to apply the changes @ancelto abandon them.



Chapter 3 - Router Setup and Configuration

3.1 Juniper Router Setup for FLM-ANT

1. Log into the router as root. The prompt beconoes@ %.
3. Typecli and presENTER. The prompt becomeso t>.
4. Typeconfigure and presENTER. The prompt becomp=dit]  followed byroot#.
5. Enable SSH. This is achieved by typing the following:
edit system services [edit system services]
root#
set ssh [edit system services]
root#
Quit [edit]
root#

Set up a user fdFLM-ANT.

edit system login user <loginname> [edit system login user <loginname>]
root#

set authentication plain-text-password | [€dit system login user <loginname>]

(The password entered must be the same root#

as the one saved in the configuration file.
Refer to Chapter 3, Section 3.4.)

set class fullaccess [edit system login user <loginname>]
root#

Quit [edit]
root#

Set the router type to Juniperoutdéi sscisi ponge:
configuration value. Do this by running the commaatttontrol config
router_script_path=juniper.pl from theFLM-ANT command line. Refer to Chapter 3,
Section 3.4 for a discussion of the pdcontrol utility 8h1-ANT configuration entries.

3.2 Troubleshoot Router Setup

1. Verify that the router configurations are corred®efer to Chapter 3, Section 3.4 for
information on editing the configuration. More specifically, make sure that the
firout er _s c,rRéutt_eprak dhdon p gandall input specific engs are
correct in the configuration filaisr/local/sensor/config . This can also
viewed from C by selecting the menu iteBdit->Sensor Config Pagevith the
appropriate sensor selected in Metwork Layout pane, or use thedcontrol utility
described in Apendix C to view configuration entries. Make sure the router login and
passwords are set froni.C

2. Ensure that the sensor properly deploys access lists to the raxgtoy an ACL from
the sensor to the router. Refer to Chapter 5, Section 5.5 fhefuletails regarding
deploying access lists. Log into the router. If deployment was successful, the ACL



should be |l ocated in the routeréos

conf i

viewed from theFLM-ANT command line by running the commapdicontrol device
config or from the € console by selecting tHafo->Save Router Configmenu item and

opening the resulting text file in Notepad or a similar text editor.

Chapter 4 - Monitoring the

Network Using C®

3
4.1 Introduction to FLM-ANT C

FLM-ANTus e s a

ObME sneddbdvssy st em t o

provide

gur a

net wor k
as the Central Command and Control, & The Cis usedtad e p | oy to,An@rlipalate
and monitor eackLM-ANT sensor on the network.

As depicted in Figure.4, the left hdl of the C user interface is used for handlingtwork
attacks. The right half of this interface contains a layout of the protected network.

= Pro-Defense C3

File Edit Info ‘Window Help

=0l

[lunread wamings

Source |P:
Sensar
Desc:

Time:
Packet Data:

™ Mute Sound

Destination IP:

Pleviousl et I

Hiock: Durationls) & Origin(red]
Frate fimit | 120 ) Checked

|Ready. "

Figure 4.11 FLM-ANT Central Command & Control Interface

The following sections describe the menus used toitovothe network and setup the
monitoring functionality.

File Menu

New

Create a new network layout.

Open

Open a network layout.

Close

Close the current network layout.

Save

Save the current network layout.

Save As

Save the network layout with a different file name.

Exit

Terminate the application.




Edit Menu

Info Menu

Insert Root | Create a new root-level item in the current

Iltem network layout.

Insert Child | Insert a child-level item into the currently

Item selected item in the network layout.

Edit Item Edit selected item in the network layout.

Delete Item | Delete the current item in the network layout.

Auto-Add Automatically add other monitored interfaces of

Other the selected sensor.

Interfaces

Request Force the selected sensor to send updated

Refresh information. (Not normally required)

Check Checks communications between C® and the

Selected selected sensor. A message will be displayed

Sensor telling the operator if the sensor is UP or
DOWN.

Check for Check the communications between all

Down sensors. Display a message if any of the

Sensors sSensors are not communicating.

Sensor Edit the configuration page for the selected

Config FLM-ANT sensor.

Page

Set Set the login name, password, and enable

Passwords | password for the controlled router/device.

for Device

C3 Config Edit the configuration page for the FLM-ANT

Page Central Command and Control.

Interface Display router interface statistics of the

Stats sensor(s) selected in the network tree of the c?
interface.

ACL Show hit counts for the current access list(s) in

Counters the controlled router of the selected sensor(s).

Save Allows the C* operator to archive the

Router configuration file of the router/device that the

Config

selected sensor is controlling.




Access List Menu

Find Using Search the inbound access list for a particular
Text Search text pattern.

(inbound)

Find Using Search the outbound access list for a particular
Text Search text pattern.

(outbound)

Compare Pick two access files and FLM-ANT will

Two ACL| generate a detailed comparison and summary.
Deployment Load or roll back to a previous ACL

history of

highlighted

sensor

Load Loads the selected sen
selected the Access List Editor window.

sensor o
ACL

Load from
router
configuration

Load an access list from a CISCO or Juniper
configuration file (.txt) into the FLM-ANT
Access List Editor.

Simplify Simplifies the inbound access list currently
Ingress loaded in the access list editor.

Simplify Simplifies the outbound access list currently
Egress loaded in the access list editor.

Window Menu

Show Log Display or hide the log-viewer floating window.

Window

Show Display or hide the graph-viewer floating

Graph window.

Window

Show Display or hide the ACL Editor floating window.

Access List

Show Live Display or hide the Live Filter List floating

Filter List window.

Find Locates and displays all FLM-ANT floating

Windows windows.

Use Large Toggles use of large icons in the network

Icons layout window on or off.

Check All Check all of the FLM-ANT units in the network
layout.

Uncheck All | Uncheck all of the FLM-ANT units in the

network layout.




Help Menu

User Allows quick and easy access to the FLM-ANT
Manual user manual.

C3Help Microsoft HTML Help for FLM-ANT.

About Version and copyright statement.

4.2 Network Layout

Open an Existing Network Layout

1. Doubleclick theFLM-ANT icon on the Windows desktop to rufl.C

2. Select the network configation required for monitoring by choosifge > Openfrom

the menu. The Open dialog box appears. Refer to Figure 5.2.

2lx|

File name: Icumulsx j Open I
| Files of type: IHDutEI Files j Cancel

g

Figure 4.2 - Open Window for Selecting Network

3. Select the file name of the desired network layout.

4. Click Open. The router tree tife file selected is displayed in the pane at the right side

of theFLM-ANT C® user interface.



< Pro-Defense C3 - C:\temp'iactualRTR ;IEIEI

Ele Edit Info Access-List Window Help

unread warmitigs W Mute Sound E| Diéi- Senzor Connected To CISCO uplink: 10.1.1.23-10 [Router: Comment for 1st interface]
# Sensor 0 101.1.23-1 [Router: Different router comment!)
: B Sensor ; 101.1.2312 [Router: |
E| D;ﬁ Sensor: Inbound Listening: 10.1.7.234-10 [Router: JUMIFER IMTERFACE 1)
~[]# Sensor: 101.1.23411 (Router: JUNIPER INTERFACE 2)
E| Di,‘%i‘ Sensor: - 10.1.1.23510 [Router: Nat a real rauter]
i e Sensor ;0 101.1.2351 (Router, Mot a real router]

2 Sensar: 1001.1.23512 [Router: |
Source P Destination [P

Sensor.
Desc:

Tirne:
Packet Data,

Elaclk Durstion(s] & rigin (red)
Previnusl Hewt | F!ate\irnitl Iz € Checked

Ready... 4

Figure 4.3 - Sample Network Configuration in C® Interface

Create a Network Layout
1. Doubleclick theFLM-ANT icon on the Windows desktop to rurl.C
2. SelectFile > Newto create a network layout file. The extension of this fileris.

Add Root Item to Network Configuration

1. SelectEdit > Insert Root Item. The New Item dialog box appears.

x|
Router/Device Il
I Router/Device with sensar
Sensor Box [P: li
Input Humber: m
Sensor Marmne: I
Caneel |

Figure 4.4 - Adding a New Root Item to the Network
Type the Rater/Device name in the appropriate field.

Indicate if aFLM-ANT sensor is being added by selectingRaeiter/Device with
sensorcheck box.

Enter theSensor Box IPandSensor Namdf a sensor is added

If a sensor is added select the input number. Eifeutt isO, which is the first input;
unless the sensor has been configured to handle multiple interfaces, it should be left as
zero.

6. Click OK. The new item appears as part of the configuration in the router tree pane of
the C user interface.
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Add Child Item to FLM-ANT Sensor or Router
1. Select &LM-ANT sensor or router from the configuration.
2. SelectEdit > Insert Child Item to open the New Item dialog box.
Edit ltem 3]

Floute/Devics  |MyRouter

¥ Router/Device with sensor

Sensor Box [P 1592 . 168 1 4
Input Mumber: |0 -

Sensor Mame: ‘M_\JSensmI

v Supports Dedicated Connection

Cancel

Figure 4.5 - Adding a New Item to the Network

Enter the router name in tiRouter/Devicefield.

Indicate if aFLM-ANT sensor is being added by selectingRuaiter/Device sensor
check box

Enter theSensor Box IPandSensor Namef a sensor is added
If a sensor is added, select the input number.
Click OK. The new item appears as part of ¢bafiguration in the router tree pane of the
C3 user interface.
Edit a FLM-ANT Sensor or Router
1. Select th&=LM-ANT sensor or router that requires editing.
2. SelectEdit > Edit Item from the C menu. The Edit ltem box appears.
Edit ltem X

Floute/Devics  |MyRouter

¥ FRouter/Device with sensor

Sensor Box [P 1592 . 168 1 4
Input Mumber: |0 -

Senor Name: |MySensof

v Supports Dedicated Connection

Cancel

Figure 4.6 - Editing a Network Item
3. Make the necessary changes to the IP addresses, names, or input number.
4. Click OK.

Delete a FLM-ANT Sensor or Router
1. Select thecLM-ANT sensor or router from the configuration that needs to be deleted.

2. SelectEdit > Delete Itemfrom the G menu.

11



4.3 Monitoring the Network

In theFLM-ANT C® user interface, selecttlM-ANT sensor.

< Pro-Defense C3 - C:\tempiactual.RTR =10 ﬂ
File Edit Info Access-list Window Help

I Mute Sound i D S\f':ljb Sensor: Connected Ta CISCO wplink: 10.1.1.2310 (Router: Comment for 1t interl

ah D z;iﬁﬂ- Sensor. Inbound Listening: 10.1.1.234-10 [Router. JUMIPER INTERFALCE 1]

4= D S‘_Tf:ljb Sensor : 10.1.1.23540 [Router: Mot a real router)

Source |P: Destinatiot |P:
Sensor

Desc:

Time:

Packet Data

.
ER L o [ | b

Ready...

Figure 4.7 - Selecting the FLM-ANT Sensor

Network Log

The log window displays information logged by tReM-ANT sensor currently selected in
the network topology window. [Eh entry in the log is color coded for ease of use.

. ro-Defense-Jun [8897]: removed deny incoming ip traffic from 44.0.0.0/8 to 157.146.208.0/20 permanently by 10.1.1.189
3 12:17:45 Pro-Defense-Jun [8897]: removed deny incoming ip traffic from 7.137.128.0{17 to 160.0.0.0/4 permanently by 10.1.1.189
3 12:17:45 Pro-Defense-Jun [§897]: removed deny incoming ip traffic from 144.0.0.0{4 to 217.49.61.0{26 permanently by 10.1.1.189
3 12:17:45 Pro-Defense-Jun [3897]: removed deny incoming ip traffic from 84.146.22.240/29 to 207.171.68.162/32 permanently by 10.1.
3 12:17:45 Pro-Defense-Jun [8897]: removed deny incoming ip traffic from 55.95.8.0/21 to 94.125.160.0420 permanently by 10.1.1.189
312:17:53 Pro-Defense-Jun [8897]: Router accessed successfully
312:29:21 Pro-Defense-Jun [9130]: removed deny incoming ip traffic from 252.0.0.0/10 to 254.192.254.0/23 permanently by 10.1.1.189
3 12:29:21 Pro-Defense-Jun [9130]: removed deny incoming ip traffic from 208.0.0.0/4 to 47.32.0.0H1 5 permanently by 10.1.1.189
3 12:29:21 Pro-Defense-Jun [9130]: removed deny incoming ip traffic from 67.136.254.64/27 1o 4.48.0.0{12 permanently by 10.1.1.189
312:29:21 Pro-Defense-Jun [9130]: removed deny incoming ip traffic from 134.118.83.144/31 to 127.55.212.192{29 permanently by 10.]
3 12:29:30 Pro-Defense-Jun [9130]: Router accessed successfully
3 13:38:43 Pro-Defense-Jun [9470]: Access list [incoming] replaced by 10.1.1.189
3 13:38:43 Pro-Defense-Jun [9470]: Access list [outgoing] replaced by 10.1.1.189
3 13:39:28 Pro-Defense-Jun [9470]: Router accessed successfully|
7 14:02:47 Pro-Defense-Jun [24009]: removed deny incoming ip traffic from 5.0.0.0{10 to 241.115.240.0f21 permanently by 10.1.1.189

7 14:04:34 Pro-Defense-Jun [24009]: Router accessed successfully

Figure 4.8 FLM-ANT C® Log Window

To display the log file for the selected item:
1. SelectwWindow > Show Log Windowfrom the menu. The log file displays the activities
executed by the selecteddM-ANT sensor.
Bandwidth Graph Window

The bandwidth chart allows the€ Gperator to view all PNG files in the graph directory. This
directory is/usr/local/sensor/bandwidth/Any other program that can be configured to create
PNG files may be used.

12



1. SelectwWindow > Show Graph Windowto display the bandwidth graph for the selected
item. This graph depicts the total bandwidth coming through the router interface over a
period of time. It is useful for determining peak network times and establishing patterns
of traffic flow.

2. Using the pulldown menu, select a graph for viewing. The visible image is
automatically updated approximately every five minutes.

Pro-Defense C3 - BANDWIDTH E|

20.0 k

15.0 k

10,0 k

5.0 k

Butes per Second

0.0 k

eek 00 Week 5L Week 50 Week 49 Week 48

Figure 497 FLM-ANT c® Bandwidth Graph Window

4.4 Access Control List (ACL) Basics

In general, access coalrlists (also referred to asccess lists provide traffic filtering
capabilities. This provides security for the network. Note that in Juniper terminology, access
lists are calledirewall filters.

Access lists filter network traffic by determinimghether packets are forwardedldocked at

the routeroés interfaces. I n other words,
to permt or deny the packet, based on the criteria specified in the access list.

FLM-ANT manages two separate accksts per each sensor input: a list applied to inbound
traffic, and a list applied to outbound traffic. Each list has its own section in the Access List
Window. In the following discussion, reference to any button or action in the Access List
Window appies to both the inbound and outbound list areas. For example, to save the
inbound list, click theSavebutton in the inbound list area of the window, and to save the
outbound list, click th&avebutton in the outbound list area of the window.

To obtain he access list window, simply:
1. SelectWindow from the menu bar.

2. SelectShow Access Listfor the following window to appear if it is not already
displayed.
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FLM-ANT - ACCESS LIST

Inbownd Access List: Lizt1
[tetal i 13 enries) fi It | Append | = |
ltam 8t | Access | Protocol | Source IP/Mack [Pot | Target IPMask [ Pot | EvtraOptions [ Motes ~
1 Peimit lep 96100426 26004 17102 0.0/26 16607 estabbshed
W Degloy |2 Derg iemp A : 000073 . T
2 Pamit igrp 0.0.0.0/2 . 0.0.0.0/2
i 1 Pt igrp 120000/5 - 0.0.0.0,/3 -
5 Peimi lp 12000 45 22427 55 0255 00/23 AREE
& Derg udp 120032019 »B7 0.0.0.0:3 458amp.. -
Fi Femit falala} Ta0nE2ns20 0L0.0.042
g Pamit l=afl 1200008 g 23.255.23. 255532 -
3 Drery ip 192 E500/3 - T200.0/5 - - R
£ »
Hew | Open | ] | Sanve A | Merge | Firud |
' Oulbound Access List List2
ltetal f 21 aniies) | ampend | Jnesisbons |
lem 8 | Aceass | Protocel | Seurce IP/Mask | Pent | Target IPMMask | Peet | Extia Opliors | Motes -
1 Peimit tcp 961.00/26 28008 171.8200/25 1607 astablizhed
=y 2 Peimit P HM2000/8 - 24400012 - -
eeloy 3 Dlesys (- 1925500431 - 7200045 - -
4 Pt P 1310700425 - 28080013 - - 3
3 Cresye top BEBR00NS 13373 214.000.7 a3ss eztablshed
] Petmit cmg Sy E B E E3/100
T Dy cmp By - Arw - A7/34
] B Petiril e Ly - B - 222129
q Petmit omp By : By - 29047 W
£ >
Hew | Open I | Sane Az | Merge | Fnd | Deploy

Figure 4.10 - Access List Interface

Notice that the Access Control Entries are color codedsam# may also have a background
color.

Access Control entries are color coded by the action the entry performs.

The deny action is coded in red.

The permit action is coded in green.

The shading of the backgroufat an Access Control Entityas the followng meaning:

A red background indicates there is another entry that directly contradicts the highlighted entry.
A grey background indicates that the entry can be deleted without having any effect on the list.
This means thhighlightedrule you want to applis alreadybeing appliecdy another rule.

Create an Access Control List
1. SelectWindow from the menu bar.
2. SelectShow Access Listf the Access List window is not already visible.

3. Click Append in either the inbound or outbound list areas. A&ld ACL Entry window
appears.
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Add ACL Entry
€ Deny Protocol:
& Permit udp -~ Cancel |
" Riate Limit
Source |P: Source Mask: thraugh
[ o000 [a05E2s8286.252) 7] [PatRarge 7] [0 EZ
Target [P Target Mask:

o U IAnyAddra:s lenyF'ml j
(2
Tpe [ Any o
Iessane IAW vl
[Cod= | Any b
Motes IA\InwahIaPnrts{

Figure 4.11 - Create ACL Entry

Select the permission: Dgior Permit.

Select the protocol; IP, ICMP, TCP

, UDRc. If TCP or UDP is selected, the port fields

become functional. fCMP is selected, the ICMP options become tioral.

Specify source/target IP addresses and masks.

Click OK when finished.

Control returns to thELM-ANT C3 user interface and appends the new entry to the list.

Open an Existing Access List

1. SelectWindow from the menu bar.

2. SelectShow Access Lisif the Access List window is not already visible.

3. Click Open. The following window appears.

I [
Look in: | {3 Pra-Defense =] « = ek -
E Access Listl
g Access List2
File name: | Open I
Files of type: IAccess List Files | Cancel

Figure 4.12 - Open Access List
4. Navigate to the folder containing the access list.
5. Select the file to open, and click Qpen.

6. Control returns to thELM-ANT C® interface and displays the list.

Edit an Access List Entry

SelectWindow from the menu bar.

SelectShow Access Listf the Access List window is not already visible.

Create a new list or open an existing access list.

TheEdit Item button becomes functional.

1
2
3
4. Select an item from the access list dit.e
5
6

Click onEdit Item. The window for editing an access list entry has the same
functionality as the window used to create an access list entry.
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7.

Doubleclicking an access list entry also shows the access listedhitor.

Delete an Access List Entry

1.

2
3.
4

SelectwWindow from the menu bar.
SelectShow Access Listf the Access List window is not already visible.
Create a new list or open an existing access list.

Select an item from the access list to delete. To seldtpie items from the list, hold
down theCtrl key or theShift key.

TheDelete Item(s)button becomes enabled.
Click onDelete Item(s)

Save an Access List

1.

N o g bk~ w N

SelectWindow from the menu bar.

SelectShow Access Listf the Access List window is not alreadlisible.

Create a new list, or open an existing access list.

If an existing access list was opened, ciave and ignore the following steps.
Click Save As TheSave Asdialog box appears.

Enter a name and navigate to the appropriate folder to save it

Click OK.

4.5 Manipulating Access Control Lists (ACL)

Merge Access Lists

Merging is a beneficial tool that combines the entries of two separate access lists and results
in one combined list. Note that merging requires files or access lists to alreadatesl and
saved in a folder.

The manner in which the merge function handles special cases is dependent upon the merge
option(s) selected. Details regarding these options are explained below.

P w0 NP

SelectWindow from the menu bar.
SelectShow Access Lisfrom either area of the Access List window.
Open an existing access list.

Click Merge. The following window appears.

2| x|
Lok ir: I i) TestACLz j L I‘i’i‘ Ef-
[ 1kack-1; [#]50kack-1 #] Compare-2
9] tkac-2 [#]50kadl-2 [#]in
ﬂ Skacl-1 @ 100ack-1 @ inbiound example
] Skacl-2 [#] 100ack2 [#] out
ﬂ 10kacl-1 @ asdf @ outbound example
E 10kacl-2 @ Compare-1

File name: | Open I
Files of type: I.é-.cu:ess List Files j Caricel |
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Figure 5.13 - Select Access List to Merge with Existing Access List
Select the file to be merged with the current list.

Click Open. The fdlowing Merge Optionswindow appears.

Merge Options 1'

@ Automatically choose the best options [Fecommended)
More specific nules have prionity over less specific rules
Overlapping confiicting rules use action of original list.

€ More specilic iwles have prioity over less specific iules

% Oyerlapping conflicting rles use action of original list.

=1 Myerlapping conflicting mles use action of nev list

£ Oyerlapping conflicting mules should be resalved with the more restrictive e

7 Overlapping conflicting rules should be resalved with the less restictive e,
 Strictly mathematical merge

€% Corflicts should be resolved with the more restrictive iz,
© Corflicts should be resslved with the less restrictive e

™ Use manual confirmation to resalve conflicts

[~ Log actions to file

I Browse
Cancel

Figure 4.14 - Merge Options Window
7. The user must select one of the following options:
i. Automatically choose the best options
ii. More specific rules have priority over less specific rules
iii.  Strictly mathematical merge

If option i)is selected, then the*@onsole will try to automatically choose the best options
for the merge.

If option ii) is selected, then more specific rules are given priority and the user will be
presented with a set of four additional options to skohow conflicts will be resolved.
These options are:

a. Overlapping conflicting rules use action of original list.

b. Overlapping conflicting rules use action of new list.

c. Overlapping conflicting rules should be resolved with the more restrictive rule.
d. Overlapping conflicting rules should be resolved with the less restrictive rule.

If option a) is selected, then rules in the original list will take precedence over rules in the
second input list when there is a conflict.

If option b) is selected, then rules the second input list will take precedence, instead, over
rules in the original list when there is a conflict.

If option c) is selected, then the more restrictive rule will take precedence when there is a
conflict between the two input lists, regardlegsvhich list it originates from.

If option d) is selected, then the less restrictive rule will take precedence when there is a
conflict, regardless of the list it originates from.

If option iii) is selected, then the merge will be done as a strictlhenadtical set operation.
An additional choice between the following two options will be presented:

b. Conflicts should be resolved with the more restrictive rule.
c. Conflicts should be resolved with the less restrictive rule.

If @) is selected, then the resnl access list will only permit traffic permitted by each of the
two input lists.

If b) is selected, then the resulting access list will only deny traffic denied by each of the two
input lists.
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8. There are two check box options which may be enabled:

a. Use manual confirmation to resolve conflicts.

b. Log actions to file.
Option a) allows the user to resolve conflicts as they arise. When a conflict arises, the user
will be shown the following dialog:

Resolve ACL Merging conflict

berging.

Line 1

Dery ip 188.37.176.0/20 to 200.0.0.0/9 [Note:1)
Conflicts with line 3

Permit ip &ny to Any (D efault Action)]

The proposed rezult is

Deny ip 186.37.176.0/20 to 200.0.0.0/9 [Note:1)

‘fes Edit I “es To bl | Cancel MergEI

Figure 4.151 Resolve ACL Merging Conflict

The user ray accept the proposed solution by clickivigs or Edit the entry to resolve it
manually. The user may also sel¥es To All to automatically answer all future conflicts in
the merge asres Lastly, the entire merge operation may be cancelled by mjjcttie
Cancel Mergebutton.

Option B allows the user to log all actions that take place during a merge. The user is
prompted to enter a file name and select the folder location. The file saves a description of all
actions taken as a text file (.txt).

Deploy an ACL Using the Access List Interface

There are two techniques for deploying an ACL; throughAbeess Listinterface and the
Live Filter List Editor . The primary function of thAccess Listinterface is to generate and
deploy access lists. Semti 5.6 describes the functionality of thive Filter List Editor in
further detail. The following steps describe deployment througAdhess Listinterface.

Note that deploying an empty list toFaM-ANT sensor is possible. Also, all deployed lists
get displayed in theive Filter List Editor associated with the checked sensor.

1. SelectWindow -> Show Access Lisfrom the menu bar if thAccess Listinterface is
not already visible.

2. Ensure there are either or both an inbound and outbound acchssdést either by
adding entries to new list(s) or by opening an existing access list for inbound and/or
outbound.

Check at least orfeLM-ANT sensor check box from the maifiiGterface.

Check theDeploy check boxes next to the inbound list and/or the @urtld list in the
access lists window to overwrite inbound and outbound lists respectively. At least one of
these two checkboxes must be checked to deploy.

5. Click Deployin the bottom right hand corner of the Access List window to launch the
selected accedist to the checke&LM-ANT sensor(s).

Loading the Access Lists from the Sensor

It is possible to load the current access lists deployed at a sensor indedbes List
interface.

1. Select the desired sensor in tetwork Layout pane.

2. SelectAccessList>Load sel ected sensorods ACL
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The selected sensord6s inbound and outbound
interface where they can be edited, saved, or deployed to the same or different sensors.

Cutting and Pasting Access List Items

It is possibleto cut, copy, and paste access list items between the inbound and outbound
access list areas or from one access list to another. To copy access list entries, highlight the
desired entries in either the inbound or outbound area of the interface, th&otypal -C.

To cut access list entries, highlight the desired entries in the inbound or outbound area and
then typeControl-X. To paste the entries that have been cut or copied first, go to the desired
access list; you may close the current access lisbped another or merely paste the entries

in a different area of the same list. Entries may also be pasted from the inbound list into the
outbound list and vice versa. Once the desired location for the new entries has been found,
type Control-V to pastehem. The entries will be appended onto the end of the access list if
no entries are selected; otherwise the entries will be inserted before the first selected entry in
the destination list.

Rolling Back Access Lists

A sensor o6s

a ¢ ¢ e sitbourd) cantbe rolléd back aversiod

and

(0]

To roll back to another revision sele®tcess List-> Deployment History of Highlighted
S e n s dram&he menu. The following dialog will appear:

Deployment History: : Second Juniper : 192.168.1.211
Deploy Time Ingress Eqress
Mor Jan 18 14:43:27 2010 " DDM_p&_»_Ingress EMERGENCY_filter [modified) v DDM_p& 4 Ingress EMERGEMNCY filker
MonJan 18 14:42:43 2010 " ACL Compliance Directar-modified " ACL
tMonJan 18 144217 2010 . " ACL Compliance Director-modified
MonJan 18 143756 2010 " ACL Compliance Directar-modified " ACL Compliance Directar-modified
MorJan 18 10:45:03 2010 " DDM_p&d4_ 224 Ingress EMERGEMNCY _filter [modified) " DDM_p&dd_»o4_Ingress EMERGEMNCY _filker
Mon Jan 18 10:32.57 2010 " DDM_p&_s%4_Ingress EMERGEMNCY_filter [modified) " DDM_p_ s34 Ingress EMERGEMNCY_filker
tManJan 18 10:28:43 2010 ™ ACL Compliance Directar-modified o
Mo Jan 18 10:27:43 2010 " ACL Compliance Directar-modified F
ManJan 18 10:23:34 2010 ™ ACL Compliance Directar-modified o
Mo Jan 18 10:19:48 2010 " ACL Compliance Directar-modified F
tManJan 18 101656 2010 ™ ACL Compliance Directar-modified o
Mo Jan 18 10:14:44 2010 " ACL Compliance Directar-modified F
bonJan 18 095954 2010 % ACL Compliance Directar-modified .
Mon Jan 18 09:47.26 2010 ™ ACL Compliance Directar-modified f‘
Mor Jan 18 02:47:36 2010 ™ ACL Compliance Directar-modified f_“
Thudan 14 13:13:44 2010 ™ ACL Compliance Directar-modified " ACL Compliance Directar-modified
Thudan 14131203 2010 " ACL " ACL
Thudan 14131200 2010 ™ ACL ™ ACL
MaonJan 11 13:02:18 2010 ™ ACL Compliance Directar-modified f_“
Mo Jan 11 12:44:37 2010 ™ ACL " ACL Compliance Directar-modified
Actionz
v Ingress - —
Load to Editor | Fioll Back Checked Senzor Circuits
[~ Egress

Select Ingress and/ogEess and click the Roll Back button. All of ttleeckectircuitsin the
Network Layout panewill be rolled back.

Figure 4.16 1 Roll back to a previous ACL

Load a Previous Access List

Loading

a previous

ACL

s the same as
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Comparing Access Lists

Two access lists can be compared to find differences between them. To compare access
lists, selectAccess List-> Comp ar e Tinano theAn@hud 4 file selection dialog

will appear; choose the file containing the first access list file. A secorskféetion dialog

will appear; choose the second access list file. A browser window will then launch showing
the differences between the two access lists as an HTML document.

/) ACCESS LIST COMPARISON - Microsoft Internet Explarer =lalx|
File Edit Wiew Faworites Tools Help ﬁ
dmBack - = - @ tat ‘ Qsearch [GFavorites EhMeda (4 | B & -

Address I@C:\manual_worhng\ACCESSLISTCOMPARISON‘htm j @G0 |L\nks £

ACCESS LIST COMPARISON

File 1 iz Clsourcetantiems\Beleaseitemp. acl
File 2 is: Clsourcelant\cms\Releasetemp2 ACL

Akkkkkkkkkkkk kA ARRTER SUIIIIAR Y 5% * %% ** ok xd sk k2

10 Lines 1 - 10 are only in list 2
2 Lines 1 - 2 from List 1 were not used in hst 2

Akkkkkhkkhkkhhkid T (NG REPORT ******hkhkkdhhk ks kb sk

Input List 1

Fed lnes are found enly m hst 1
1: Deny trunk 1 Any to Any

2: Deny leaf] Any to Any

Input List 2

Elue lines are found only in list 2

Green lines may have been moved to a different location

Purple lines may have been copied from list 1 more than once

1M Deny ip 188.37.176.0/20 to 200.0.0.0/% (Mote:1) Mote:1)

2 Ratelimit ip 112.0.0.0/ to 26,98 113.96/27 (Mote:2) (Mete:2)

3N Ratelimit ip 128 0.0 048 to 123.0.0.0/10 (Mote:3) (Mote:3)

A1 Deny 1p 240.207. 176, 104/2% to 168.158.44.128/26 (Meted) Mote:d)

5N Deny ip 5.0.0.0/10 to 241.115.240.0/21 Mote:5) Mote:5)

61 Deny top 15.127.160.0/1% to 80.202.30.0/20 Mote:) (Mote:f)

T Deny ip 44.0.0.008 to 157.146.208.0/20 Mote Ty Mot 7)

S Deny p 7.137.128.0/17 to 160.0.0.0/4 (Mote:8) (MTote:8)

S Dieny ip 144.0.0.0/4 to 217 4%.61.0/26 (ITote:d) (2ote:9) —

10N Deny 1p 122.20064.0/18 to 115.66.0.0/15 (Mote: 10} (Mote: 10 =l
4

|@ Dange l_ l_ l_ |E.g|. MMy Computer

Figure 4.17 i Access List Comparison Output

The document will give both &rief summary of the differences as well as a detailed
enumeration of the lines that differ. To save or print this HTML document from the browser
window like any other web page using ffite -> Saveor File -> Print menu commands.

Simplifying Access Lists

The C console can simplify access lists to remove redundant entries and entries that have no
effect. To simplify an access list:

1. Open the access list in the Access List Editor as either the inbound or outbound access
list.

2. SelectAccess List-> Simplify Inbound or Access List-> Simplify Outbound from the
menu.

The access list will be replaced with a simplified version.

4.6 Live Filter List
ThelLive Filter List Editor interface is a useful tool to quickly edit the current access list of

a sensor. It alls the operator to add a new ACL entry, delete an existing ACL entry, or add
a temporary ACL entry, which will expire after a certain period of time.
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Viewing Live Filter List Editor

SelectWindow -> Show Live Filter List from the menu bar. The followingindow
appears.

FLM-ANT - LIYVE FILTER EDITOR - Test Router 1
Append
[Pemit  [ip |
[Pemt  [ip  [0.00
Append

Figure 4.18 1 Live Filter List Window

The window is divided into two areas; the inbound list is shown at the top and the outbound
list is shown at the bottomThe buttors are grayed out until a sensor is selected in a network
layout.

Add an Entry

1. Make sure théive Filter List Editor is visible by selectingVindow -> Show Live
Filter List .

Select a sensor from the network layout pane.

To append an entry to the end of either the inbound or outbound access list of the sensor,
click the Append button. To insert somewhere else in the existing list, select the item in
the list that the new entry should immediately proceed by clicking it, then clidhgbe

Above button.

4. The following window should appear. Set the appropriate optionsdoraw entry.
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Add ACL Entry x|
" Deny Protocol:
& Pemit in - Cancel
1~ Riate Limit
Source P Source Mask:

I 1] 1] ] 0 IAmJ Address j
Target [P: Target Magk:
oo 00 Anp Address 'l
ICHP
Type |&ny -
Message [Any ¥
Code [Any |-
Notes: |

Figure 4.191 Add ACL Entry
5. ClickOK to deploy the ACL entry o€ancelto exit without saving the settings.

Add a Temporary Entry

1. Make sure théive Filter List Editor is visible by selectingVindow -> Show Live
Filter List .

2. Select asnsor from the network layout pane.
3. Click theAppend button. The following window will appear.

X
Frotocal;

Deploy ACL Entry

ip - Cancel

Source [P: Source Mazk:

| |,&,n_|,| Addrezs j
Target IF: Target bazk;

| |.-’-'-.n_l,l Address ﬂ

| [

Ll L

MHaotes: |

Empiration or Leave Blank for Permanent

Figure 4.20 - Deploy ACL Entry
Set the options for the new item in the same manner as described in Section 5.6.

Enter the required duration of denial irterdsin the Expiration text field You can also

use phrases | i ke A1l dayThe ACL entfiy3vill beapplied
for that amount of time.

Click OK to deploy the ACL entry o€ancelto exit without saving the settings.
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Deleting an Entry

To delete an entry, select an entry in either the inbound or outbound list; then, click the
correspondindpeletebutton. It is possible to delete more than one entry at a time by holding
down eitherShift or Ctrl while clicking additional entries irhe list to select them before
clicking theDeletebutton.
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Chapter 5 FLM -ANT Advanced Configuration

5.1 Configuring Multiple Inputs

An input in FLM-ANT is basically a sensor within a sensor. Every sensor has at least one
input, and each input correspanid one or both of a set of listen interfaces to monitor and a
set of router interfaces to control.

A FLM-ANT sensor can have at most sixteen total inputs. These input interfaces are from 0
to 15. Additionally, only five inputs may have a rempty ®t of listen interfaces.

Inputs are nametD, 11, and so forth up tél5. The inputs in use on a sensor are listed by
name in the camitsogwi abhi oommabuseeparating the

Certain configuration values apply to inputs sepayatslopposed to the entire sensor. These
configurationi ytaé wecomanemd ro_fc,omiiesnted i nterfa
fingress_filter nam&® and nr ess _f i ISeeeSection 8.dhand Appendix B for

more information on configuring these values.

Deploymentsoperate on a per input basis. Access list roll back (see Section 5.5.5) also
operates on a per input basis.

If input 10 of a sensor is present in a network layout in thedBsole, and no other inputs of
that sensor are present in the netwlayout, then it is possible to automatically add all other
inputs of the sensor as child items of the first input by seleéig-> Auto-Add Other
Interfaces from the menu.

5.2 Configuring TACACS+ Authentication

Enabling TACACS+ Authentication
In theFLM-ANT config file:
Auth=1 (enables authentication

TacServerl=myserver.somedoma (thisis oy figst TACACA Ser ver Se
server, server secret, and 3 second timeout)

TacServer2=backupserver . s ome dld asiisrmy secogd iSer ve
TACACS server, server secret, and 10 second ti me

Additionally, there are several optional configuration values which you can use to control the
behavior of TACACS+ based authentication. Enériespdread_cmd, pduser_cmdand

pdadmin_cmd can be used to control the required privilege level or command access for each level
of access to the FLM\NT sensor

Configuring Access Levels

FLM-ANT supports TACACS+ authentication directly. FEAMNT usesthree different levels of
access when using TACACS+ which can be configured based on TACACS+ commands or privilege
levels.

The three access levels of FEANT are
1 pdread read access only
f pduser- controls the editinffleployingof access lists andfwr similar functios

1 pdadmin - full control over administrative task
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