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Abstract

A method and system of network access securitizesilidentifying the router devices in the
network path or other such router devices as magnbeuntered in protecting a particular
portion of the inter-networked system to deternthreevariation in ACL format and content with
each ACL format being then analyzed to determiparadigm set of packet fields common to
all identified ACL formats in which each ACL is thhee-written entry by entry to form a
paradigm ACL corresponding as nearly as possibtedmriginal ACL. The paradigm ACL for
each non-homogenous network device is then mergadeach other paradigm ACL to create a
common paradigm ACL which can be distributed tcheamn-homogenous router device to
provide common filtering across all of the routers.
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Claims

| claim:

1. A method for integrating non-homogenous interiaeddevices to create common filtering
across selected intermediate devices in a commtionsanetwork having a plurality of
computers interconnected therein, including attleas intermediate devices for routing
electronic communication between other computeh&rain each of said at least two
intermediate devices have an access control ligaawed in a file in memory available to said
intermediate device which are used by said interatedievices to filter said electronic
communications, each said access control list lggaiformat and a plurality of filtering
parameters, comprising the steps of: a) Identifyiredfilter parameters of each access control
list of non-homogenous devices included in saidaeld intermediate devices; b) Identifying
common filter parameters which are common to athefaccess control lists associated with the
selected intermediate devices; c) Generating pgmadiccess control lists for each selected
intermediate device using said common filter patansan a format including said common
filter parameters; d) Using said Paradigm Accesst@bparameters to create a common
paradigm access control list for all selected mtdliate devices from one or more paradigm
access control lists from one or more non-homogenedermediate devices.

2. A method as defined in claim 1 wherein sai@fijparameters are contained in digital packets
received at said intermediate device.

3. A method as defined in claim 1 wherein said gisitep comprises merging two or more
paradigm access control lists to yield a commomgligm access control list for use in integrated



intermediate devices.

4. The method of claim 3 further comprising conwvgrtsaid common paradigm access control
list to a format used in access control lists aheaon-homogenous device.

5. The method of claim 4 further comprising digtitihg said converted common paradigm
access control lists to each intermediate device.

6. The method of claim 3 wherein each paradigmssccentrol list comprises a plurality of
discrete entries containing paradigm control acpasameters and one or more action
instruction relative to said entry, said mergingpstomprises iteratively comparing each entry in
each paradigm access control list with each entgach other paradigm access control list to be
merged therewith to determine whether any ento@satn an identity of paradigm access

control parameters and for any pair of entries @imirig an identity of paradigm access control
parameters, comparing the action instruction fa eatries to determine a logical action
instruction of a resultant entry to replace said phentries in a common paradigm access
control list.

7. The method of claim 6 wherein said common pgradiontrol list comprises all resultant
entries iteratively determined by comparing saitties.

8. The method of claim 6 wherein said comparisoertfies comprises parsing each entry into a
set of fields corresponding to said parametersitenatively comparing said entries on a field by
field basis.

9. The method of claim 8 wherein the fields incladsource IP address, a source mask, a
destination IP address and a destination mask hwdre compared in each entry of the paradigm
access control lists, such that lack of intersadtiothese fields ends further comparison and
results in neither entry being in the common payadACL from that comparison.

10. The method of claim 9 wherein entries whichehianersecting filtering fields are compared
for action compatibility such that only one entrigwsaid filtering fields will be included in a
common paradigm ACL in accordance with a predetaechiction ordering rule.

11. A method for uniform filtering of electronic mmwnunications across a distributed electronics
communications network having a plurality of congrstinterconnected by a plurality of
routers, each router having an access contraddhed by a predetermined format and a
plurality of parameters defining action instrucsdor the router relative to electronic
communications received by the router, comprisinigaeach router in the network,
determining the format of its access control §tfor each router in the network determining all
the parameters in its access control list, c) dateng which of the determined parameters are
common to all the routers in the network; d) getiegaa paradigm access control list for each
router using the parameters determined to be conimalhrouters; €) merging all generated
paradigm access control lists to produce a comrooess control list for all routers; and, f)
distributing said common access control list taaliters.



Description

FIELD OF THE INVENTION

The present invention relates to a distributed netvaef computers inter-networked to provide a
transfer of data or information there-between wimea¢ least some of the devices in the network
serve to control the access to other devices imétwork. More particularly the present
invention relates to an inter-networked system Imctv a plurality of non-homogenous devices
are used as routers to facilitate the flow of @atd information across the system and also as
access control points within the system. In eveaigr particularity the present invention is
related to the use of filtering by components @f idtentification of packets of information
transmitted across the inter-networked system.

BACKGROUND OF THE INVENTION

Using the inter-networked system of devices knowitha Internet as an example, typical
connections to the Internet are made using Intdé?rn&bcol (IP) Addresses. The IP Addresses
allow communication over the Internet to be dirddt®m a specific source to an appropriate
destination. Thus, in each packet of informationt @er the Internet, you typically expect to
find the IP address of both sender and destinafidall IP Address consists of the actual IP
address location and a Port Number. The IP Addsassthe format "nnn.nnn.nnn.nnn,"” where n
is between 0 and 255. There may be from one te tthigits used between each decimal point in
the address, for example 203.77.8.99.55. Mostretarsers are familiar with Domain Names
which are readable versions of IP address, suthaasburger.com” or "answerit.net". Port
Numbers can be any number from 0 to 65535, witHitee1024 called "well known" Port
Numbers which define specific tasks (e.g. web bnogveccurs on the "well known" port
number 80; file transfer protocols (FTP) use p@tad port 21; simple mail transfer protocols
(SMTP) use port 25).

The Again by example, a highly simplified breakdowirihe contents of a data packet that
carries a request for access to a web page frond@riee on the inter-networked system to a
server device also on the system is presentedpatieet contains various fields not all of which
are discussed herein. The packet includes a begjriield universally recognizable by devices
on the network as the start of a packet, and amgriigtld recognizable as the end of the packet.
One field indicates the source of the data padkehetwork address of the device sending the
request. This field may contain IP and/or Media@gscControl (MAC) addressing information.
Necessarily, the destination address field provileslestination network address of a network
device that is to receive the packet, and may@istain IP and/or MAC layer addressing
information. Also included in the packet is a diaééd used to transport the data or payload of
the packet from the browser software on the requesievice to the web server software
operating on the receiving device.

Typically the requesting device and the receiviegice on the inter-networked system will be
separated by one or more network devices knowousns, which function, to facilitate the



communications on the internet or to control actes&rious portions of the inter-networked
system or to a proprietary Local Access Networknemted to the internet. Due to the constantly
growing size of the Internet and the need to comiroess, there will typically be several routers
between devices. In particular systems to perfaroess control, packet information is compared
against database information available to the ralggice using an application programming
interface that allows the router device to comarg selected packet field, such as addresses
and port information in all packets intended togpdsough the router. The router device 100 can
also detect TCP socket and/or session number$er ohique identifiers within TCP/IP. The
selection and ordering of unique identifiers ugsedamparison of packets to the database is not
uniform in routers on the network, in as much asous manufacturers use different strategies
and different formats to create the control inteefa Thus, the router devices are considered to
be non-homogenous.

Router devices typically include a plurality ofenfiaces which define how the router controls the
flow of packets at or sent from the respectiverfatee. The interfaces typically use an Access
Control List ("ACL"). The formatting and selectia the fields or parameters for use in each
entry in the ACL is again not uniform in the routlavices due to variations in manufacturer.
ACLs filter packets and can prevent certain packets entering or exiting a network or portion
of a network. Essentially, each ACL is a list dbirmation that a router device may use to
determine whether packets arriving at or sent fegparticular interface may be communicated
across the router. For example, the ACL may coremibst of IP addresses and types of
allowable protocols for that IP address. In anothe@mple, the ACL may comprise a list of IP
addresses and port identifiers. In either examglgegific entry in the ACL may control
permission or denial of communication based onaymaore fields in a packet. The specific
format of any particular ACL used in any router devmnay be ascertained from the
manufacturer's data sheets or other informatiowgher, the present invention is needed
because of the non-homogenous nature of the infiigte of the inter-networked system. That
is to say, currently a router from one manufactamay have an ACL which utilizes a number of
fields to selectively filter packets, while anotleuter from a different manufacturer will have
an ACL in a different format utilizing a differeset of fields to selectively filter packets. In the
environment present today an organization willliideave diverse locations on the inter-
networked system using non-homogenous routers thieme will not be an organizationally
uniform ACL filtering due to the non-homogenousuratof the infrastructure. In certain
situations, access control across an organizagedsto be uniform to insure that each part of
the organization is secure from outside interventioattack by unauthorized entities.
Accordingly, a need exists to provide uniform ascescurity across non-homogenous networks.

SUMMARY OF THE INVENTION

It is the object of the present invention to fdate common access security across an inter-
networked system of non-homogenous network devices.

Yet another object of the invention is to providdnanced security against identified threats to
network security.

Still another object of the invention is to provileommon access control list for use on non-



homogenous access control devices.

These and other objects and advantages of thetiomeare accomplished using the same
architecture as described in the co-pending agmicdor entitled "System and Method for Anti
Network Terrorism" in United States Patent Applicat20020166063, published Nov. 7, 2002,
owned by the common assignee herewith, which igrparated herein by reference. It is an
object of the present invention to enhance thetglof the invention described therein to thwart
anti-network terrorism. The present invention ialded by identifying the router devices in the
network path such as a gateway to a LAN or otheln sauter devices as may be encountered in
protecting a particular portion of the inter-netked system. Each identified router device can
be compared to each other router device in thesyst determine the variation in ACL format
and content to determine the number of non-homagefarmats in use in the system. Each
ACL format is then analyzed to determine which dise packet fields are used for filtering and
a paradigm set of packet fields which are commaalltmlentified ACL formats is created. Each
ACL from each non-homogenous network device is tieewritten entry by entry to form a
paradigm ACL corresponding as nearly as possibtedmriginal ACL. The paradigm ACL for
each non-homogenous network device is then mergadeach other paradigm ACL to create a
common paradigm ACL which can be distributed tchea@n-homogenous router device to
provide common filtering across all of the routers.

BRIEF DESCRIPTION OF THE DRAWINGS

The methodology of the present invention is depiatethe accompanying drawings which form
a portion of this disclosure and wherein:

FIG. 1 is ais a depiction of the interconnectetivoek of computers in which the present
invention is utilized; and,

FIG. 2 is a flow chart of the method of utilizatiohthe present invention.
DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention is intended for use in emrrents where multiple routers are used to
facilitate and control the flow of digital traffecross a computer network. The Internet is the
most well known of such inter-networked systemastthe discussion herein is directed to the
Internet or subsets of the Internet, but is applie#o any router device enabled network.
Referring to the figures for a clearer understagdihthe invention, note that FIG. 1 depicts a
host network node 101 having at least one hoses@®2 on which files are accessible via the
Internet 112. To access the files on host serv2rot@or host server to download files to
Internet 112 the digital communications line pagkesugh host router 104 and uplink router
110. In the embodiment shown, a passive monit@ysgem 108, such as one described in
application No. 20020166063 is deployed, and comoaes via an update server 108 to uplink
router 110. By way of illustration, consider thatentity may have multiple host network nodes
101 with multiple uplink routers 110 and the uplitkiters are likely connected to additional
routers which may be gateway routers or faciligitiouters. In any event, each router has at least
one input interface and one output interface wabheinterface having an ACL. In accordance



with the background of the invention, host routé4 Inay be made by a different manufacturer
than uplink router 110 and thus be non-homogenotesrims of filtering of digital transmissions
as well as ACL strategy. Likewise, from node to edige uplink routers 110 operated by an
entity may be non-homogenous. In this embodiméng,to be assumed that monitoring system
106 and update server 108 are robust systems \&hecaible to rapidly process commands such
that they are able to respond to a need to updaitesiruction to uplink router 110 and to other
routers in the system.

For simplicity of illustration, assume that routare manufactured by only entities A and B,
although additional entity manufactured routers inayreated in the same manner. Further
assume that all A routers have the same ACL styatduch is different from the ACL strategy
commonly used in B routers. Further, any routghagsystem may be either an A router or a B
router. When monitoring system 106 detects thdiaamge is needed in the filtering of digital
traffic to the node or network, it needs to be dbleutput the changes to the appropriate ACL
for each router in the network. Under practicesviaméo the inventors, such an update can take
several days to several months to facilitate. Feurti two routers are using different ACL's even
in a homogenous system, it may take several dagsetde a common ACL from the two
different ACLs. The present system can merge twa#\Entaining several thousand entries in
a matter of seconds.

For the most simple case, assume that all thenourtehe host network are A routers and a
homogenous system exists in the host network.igncise, a given subset of all the available
fields is chosen for use as a paradigm subsetlferimg purposes. In actuality, the set of packet
fields used in A routers and B routers is compamedl a common subset of packet fields is
chosen as the paradigm subset. This selection mmagdomplished electronically by identifying
the packets used in A routers and B routers byinmatee packets electronically, or may be done
manually by reference to the fields known in thdustry to be used in the router types. As noted
above, and by way of example, some routers magy tily "protocol” while others may filter by
"port number" however, a sufficiently accurate etation between protocols and port numbers
can be determined from practice on the Internatltav the paradigm subset to satisfy a large
proportion of the needs of any filtering strategy & manufacturer. Thus it is to be understood
that as nearly as possible, the Arouter set addilill be matched with corollaries in the
paradigm set of fields and so will the Brouterddields, even though such changes may result
in filtering by technically different fields as remt with the port number and protocol example. In
the paradigm subset, the filter fields are prefigradmurce IP address; source mask; source port
start number; source port finish number; destimalibaddress; destination mask; destination
Port Start number; and, destination Port finish bemReferring to FIG. 1, the fields identified
as source fields would be the fields associateld veitnote device 118, server 116, or source
router 114, if those fields were changed as th&gigmassed from one to the other. Eg. if Router
114 changed all of the source IP addresses fpaaKkets passing through it to an IP address
associated with router 114, then that would be ssehe source Ipaddress in the field rather
than the source IP address of the server 116. Aoagly, the paradigm ACL entries will be in
the format similar to the following: "Permit IP dudm 157.128.0.0 to any address™ "Permit IP
out from 193.211.9.88 to 157.128.0.0° 'Deny IPranf 203.66.01.3/25" . . .

An ACL may contain a few entries to several thoalsantries, thus in merging the entries from a



plurality of ACL's each entry in each ACL must lmergpared to each entry in each merging
ACL. It should be understood by those skilled ie #nt that either an implicit permit or deny
entry will always exist in the interface, thus aftiee specific entries from the ACL's have been
compared without a match, there will always be &har intersection between the general
implicit entry and a specific entry. Accordinglytie fields in an entry from both ACL's match
then a set of rules must determine how the merded éntry will read. In the present invention,
in the paradigm subset it is preferable to firgtrapt to match the most likely fields, for if these
do not match then the pair of entries under corspardo not match. In the paradigm subset, the
most likely matches would be the IP addressestamdiask of the entries. Consequently, to
speed the process of comparing each entry in an #géla Boolean intersection tool to make the
comparison. By way of example one can use the tiPead and mask to do an initial comparison
since these are most likely to not yield an intetisa thus the entries do not match an no further
comparison need be done between those two ertdogever, if an intersection is defined by

the IPaddress and mask fields then the port figldst also be checked for completion of the
total intersection. Again this requires comparisbeach entry of each ACL to be merged with
each other entry, a process which can be expresséer ACL1 and ACL2 the merger yields,
the iterative comparison .SIGMA..sub.i .SIGMA..sUkCL1.sub.i .andgate.ACL2.sub.i, and
appending the result of each intersection resulisign output written to the Common ACL,
where the permit access or deny access is baseguirules and user preferences.

The options for the output are: i) ACL instructidhat permit in one list but deny in the other
list become denied in the Common Paradigm ACLAGL instructions that permit in one list
but deny in the other list become permitted in@oenmon Paradigm ACL,; iii) More specific
entries take precedence over broader entries) &fsg manual confirmation to resolve conflicts.
Option iii. would take precedence over optiongii.osuch that: ACL1: "permit IP out from any
address to any address" ACL2: "deny IP out from 1%3.0.0/11 to 17.52.0.0/19" Becomes
ACLP: "deny IP out from 157.128.0.0/11 to 17.52/090

In the most common case, the network includes Arsuand Brouters in which the ACL's are
written using the non-paradigm subset fields, tle$ore merger to create a Paradigm ACL,
each entry must be translated to the Paradigm stdysgat. Thus, each entry is parsed into
fields, the fields in the Arouter ACL entries a@mpared to the fields used in the Paradigm
subset format and corresponding fields in the pgradubset are written into a Paradigm entry
for inclusion in an Aparadigm ACL. Likewise the Brter ACL entries are compared to the
fields used in the Paradigm subset format, ancesponding fields in the paradigm subset are
written into a paradigm entry for inclusion in a@adigm ACL. When the ACL's have been
compiled then they are merged in the same manrggsasibed above to create a Common
Paradigm ACL. The Common Paradigm ACL, containithghe entries is then converted to
Arouter subset format and Brouter subset formatelyriting each entry in the Paradigm ACL
using the corresponding fields in the router subgsetformat. Thus, all of the routers in the
network will have the same functional filtering edydities as reflected in the Common Paradigm
ACL.

The ability to rapidly merge ACL's in the paradifjeld subset provides a significant advance in
network access security which, along with the messdiscussed in US Patent Application
20020166063 provides a significant obstacle to ngtverrorism. While, the foregoing



discussion has been limited to specific examptas,to be understood that the filtering can be
performed using any identifiable fields and thegpamming of the router systems referred to
may be accomplished in any appropriate language.
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